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Kx Active Directory Administrative Template ReadMe
This ReadMe provides basic instructions on how to use the Kyocera Active Directory Administrative Template files (*.adm files) to manage user access control over KxDriver using Microsoft’s Active Directory Group Policy infrastructure.  
Administrative Templates facilitate the management of registry-based policy.  ADM files are intended to be used by Active Directory administrators.

Kyocera ADM files can be used for KxDriver v5.3 versions
 and up. 
1.1. Installation

The following procedure provides details for adding the administrative template to the current Active Directory infrastructure by using the Microsoft Group Policy Management Console (GPMC).  The Microsoft GPMC is available for Microsoft Server 2003/2008 and Windows XP.
A. Copy the Kyocera Active Directory template (Kyocera_Kmpm_AD_1.0.en.adm) to the \windows\inf directory on the domain controller server.  This *.adm file is located at [installer directory]\[en|jp]\Utility\Active Directory Administrative Template

B. Open the Microsoft Group Policy Console. (gpmc.msc)

C. Right-click the server name or to the OU where you want the policies to apply.

D. Click Create and Link a GPO here.

E. Give the new GPO a name and click OK.

F. Right-click the new Group Policy object in the rightmost window pane.

G. Click Edit. The Microsoft Group Policy Object Editor opens.

H. Select User Configuration, click Administrative Templates, and select Add/Remove Templates.

I. Browse to and select the Kyocera Active Directory template (Kyocera_Kmpm_AD_1.0.en.adm).
1.2. Configuring Policies
Under Administrative Templates, a folder Classic Administrative Templates (ADM) is created.  Under that folder is the folder Kyocera KxDriver Policies which is specified in the KyoceraPolicy category in the ADM file.

Clicking the folder Kyocera KxDriver Policies shows the available policies on the right pane as listed in the ADM.

	Policies
	Description

	Restrict printing
	Prevents users from printing.

Values:  Not configured, Enabled, Disabled

	Restrict color printing
	Prevents users from printing in color.

Values:  Not configured, Enabled, Disabled

	Force ecoprint printing
	Forces ecoprint printing wherein less toner is used.

Values:  Not configured, Enabled, Disabled

	Force duplex printing
	Forces duplex printing wherein both sides of the paper are printed on.

Values:  Not configured, Enabled, Disabled

	Force multiple pages per sheet
	Forces multiple pages per sheet printing.

Values:  Not configured, Enabled, Disabled

If Enabled, user can set default number of pages per sheet:  2, 4, 6, 9, 12, 16, 25

	Force A4 printing
	Force A3, B4 and Stockform printing to A4 printing.

Values:  Not configured, Enabled, Disabled

	Restrict color printing and number of pages for MS Outlook
	Prevents users from printing in color and restricts the number of pages printed when printing from MS Outlook.

Values:  Not configured, Enabled, Disabled

If Enabled, user can set number of pages:  1, 2, 3, 4, 5

	Display Quick Print tab only
	Displays the Quick Print tab only for the Printing Preferences.

Values:  Not configured, Enabled, Disabled


Using the above-mentioned steps, any configured policy will apply to the domain.  Moreover, you can configure a certain policy to apply to certain organization units (such as specific users, etc.).

A. Open the Microsoft Group Policy Console. (gpmc.msc)

B. Right-click the server name
C. Click New Organizational Unit.

D. Give the new OU a name and click OK. (example:  TestOU1)

E. Right-click on the new OU.

F. Click Create and Link a GPO here.

G. Give the new GPO a name and click OK.

H. Right-click the new Group Policy object in the rightmost window pane.

I. Click Edit. The Microsoft Group Policy Object Editor opens.

J. Select User Configuration, click Administrative Templates, and select Add/Remove Templates.

K. Browse to and select the Kyocera Active Directory template (Kyocera_Kmpm_AD_1.0.en.adm).
L. Configure policies.
M. Then to link a specific user to the new OU you created, open Active Directory Users and Computers. (dsa.msc) or, Click Start, point to All Programs, point to Microsoft Exchange, and then click Active Directory Users and Computers.
You can see under the domain name the new OU you created which is TestOU1.
N. Right-click on that and select New… ( User.
O. Then type the specifics of the user you want to be a member of that OU.
1.3. Registry Population
To verify that the settings in the group policy object populate in the registry of the client computer, 

A. Verify that the current user is logged into the domain.
B. Run regedit.exe and verify that the registry populates correctly.  The registry path is HKCU/Software/Policies/Kyocera Mita/Print Settings as specified in the ADM file.

The following registry values exist depending on the policies configured by the user.

	Registry Values
	Description

	Policy Print
	Prevents users from printing.

Values:  1 (On), 2 (Off)
When policy is Not Configured, this registry item does not exist.

	Policy Color
	Prevents users from printing in color

Values:  1 (On), 2 (Off)
When policy is Not Configured, this registry item does not exist.

	Policy Ecoprint
	Forces ecoprint printing wherein less toner is used

Values:  1 (On), 2 (Off)
When policy is Not Configured, this registry item does not exist.

	Policy Duplex
	Forces duplex printing wherein both sides of the paper are printed on

Values:  1 (On), 2 (Off)
When policy is Not Configured, this registry item does not exist.

	Policy Nup
	Forces multiple pages per sheet printing

Values:  2, 4, 6, 9, 12, 16, 25 (Number of pages per sheet)
When policy is Disabled or Not Configured, this registry item does not exist.

	Policy ForceA4
	Force A3, B4 and Stockform printing to A4 printing

Values:  1 (On), 2 (Off)
When policy is Not Configured, this registry item does not exist.

	Policy Outlook
	Prevents users from printing in color and restricts the number of pages printed when printing from MS Outlook

Values:  1,2,3,4,5 (Limit of number of pages printed)
When policy is Disabled or Not Configured, this registry item does not exist.

	Policy QuickPrint
	Displays the Quick Print tab only for the Printing Preferences

Values:  1 (On), 2 (Off)
When policy is Not Configured, this registry item does not exist.


1.4. Determining when Group Policy Changes are Applied

Changes to Group Policy settings might not be immediately available on users’ desktops because changes to the Group Policy object must first replicate to the appropriate domain controller. In addition, clients use a 90-minute refresh period (randomized by up to approximately 30 minutes) for the retrieval of Group Policy. Therefore, it is rare for a changed Group Policy setting to apply immediately. 

If necessary, you can trigger a policy refresh manually from a local computer without waiting for the automatic background refresh. To do this, you can type gpupdate at the command line to refresh the user or computer policy settings.

The gpupdate command triggers a background policy refresh on the local computer from which the command is run. The gpupdate command is used in Windows Server 2003 and Windows XP environments. In Windows 2000, use the secedit /refreshpolicy command.

Alternatively, you could log-off from the local computer then log-in again.  The group policy changes should’ve been already applied at this time.  You could confirm by checking the registry data.
�Include specific start version when available





